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Introduction

In accordance with the latest UK Border Target Operating Model [UK BTOM, 2023], in 2024 the UK
Government will enforce the first phase of the UK Single Trade Window. This will enable traders to
submit import and safety & security declarations free of charge via the STW' portal and provide extra
functionalities such as 'multiple users' and live status declarations. The third phase will introduce the
supply chain connectivity that can be a game changer especially for traders utilizing the ASN’ [Hanna,
2023] based trade information flow system, that could be incorporated directly into UK STW. Supply
chain connection to the STW environment has already been adopted by the US Customs and Border
Protection and has proven successful [Altana, 2023]. Additionally, with potential incorporations of
OCR — based technologies into STW, these can further improve customs documentary checks in the
absence of or in addition to the trade information flow (e.g. ASN).

Within the BTOM, the TOM System Map, as illustrated in Diagram 1.0, demonstrates the STW's
connections to various border agency systems, either directly or through APIs. A pivotal system to be
linked with the STW is Cerberus, a Home Office analytics system developed in partnership with BAE
Systems [TechTarget BAE Systems], also known as 'The Data Futures' project [Home Office, 2024]. As
the UK STW and Cerberus undergo development, there are a number of safeguards and
enhancements, that can be implemented from the customs authorities' perspective to intercept high-
risk shipments, that could pose a threat to the UK's national security. Several methods and
parameters, that are thoroughly discussed in subsequent chapters, will not only improve targeted

customs audits, but will also facilitate a smoother flow of goods across UK borders.
Diagram 1.0 TOM System Map
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Chapter 1

Cerberus Improvements — Combined methods

According to the TOM System Map (Diagram 1.0), Cerberus system will be targeting the CDS™ which
contains all shipment data, used for import/export declarations creation [CDS,2023]. CDS can select
goods for customs audit since it is directly connected to GVMS" and with Cerberus, which being
integral to the UK's STW, plays a crucial role in safeguarding passengers and traders by securing data
against threats from terrorist activities and organised crime. It achieves this through real-time risk
assessments and comprehensive analysis of border data. Customs auditing methods used by various
customs specialists working for international businesses could be incorporated into the Cerberus risk
assessments to enhance its analysis for better targeting of high-risk shipments. Listed below are the
usual customs auditing elements that are checked during the shipment’s audits:

e HTS / Commodity Codes of goods and packaging
e Customs Procedure Codes

e Non approved brokers / Odd deferment ac’s used
e Preference codes

e Value of goods

e All item document codes

HTS and the value of goods elements mentioned above are aligned with the already established
methods of customs audits aimed at combating money laundering activities. These methods include
thorough checks concerning the exporter/importer, the end user (consignee), and broker details, as
well as scrutinising the unit price and commodity activities over a specified period [Hoffmann, 2013].
With current technological advancements, various Al models / algorithms and strategies are utilised
for improved effectiveness of customs inspections [Sundong et al., 2023] and are also used in
forecasting [Kim et al., 2022] or within Finance to track fraudulent transactions [Baesens et al., 2015]
to support high levels of security and compliance. Moreover, with growing data sets arriving at
increasing speeds, it is important to use more sophisticated and effective data analysis methods
[Ahmed and Pathan, 2018] and keep up with the constant changes in technology.

According to the ‘Performance measurement of the KCS " customs selectivity system’ study the manual
selection of goods for inspection has the highest fraud detection efficiency rates with other methods
(rule-based and random selections) show promising numbers [Chang-Ryung and Ireland, 2014].
Learning from various customs risk assessment methods and solutions, several best practices can be
drawn up and used to further enhance Cerberus risk assessments.

These best practices comprise historically proven elements to be checked as a background with the
addition of current customs professionals’ post-shipment audit practices (e.g. odd deferment a/cs
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used, document or preference codes not in line with shipping paperwork that potentially can be
selected for documentary checks) with an adoption of already existing Al models with additional
enhancements (such as the ‘Seasonality factor’, described in Chapter 2). Based on that model, Figure
2.0 illustrates the concept of mixed risk assessment methods:

ML and
enhancements:

new pattern
recognitions +

seasonality factor

Existing Al algorithms currently in use

HTS / Values & unit prices / importer,
exporter, broker and end user details /
CPC’s / Document Codes / Deferment ac’s
/ Pref codes /

Figure 2.0 Mixed risk assessment methods

Incorporation of additional parameters into UK STW (consisting full interoperability between
Cerberus, CDS and GVMS systems) will enhance more targeted high-risk shipments and the table
below explains in more detail how such parameters can be communicated / incorporated into the
Al/ML algorithms, to better assess the risk and communicate to CDS-GVMS to stop the incoming
consignment for inspection. Table 3.0 describes various trade compliance elements that are audited
on (UK) import entries by trade compliance specialists upon post-audits. Table 3.0 contains additional
auditing considerations that could be taken into account by customs officials for additional
compliance measures.

Element Nature of check Actions and Questioning
HTS / Commodity Codes - Check for product description | Record any deviations:

/ nature of the business,
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unusual HTS codes suddenly
used by a business

- Check if declared packaging
type / mode of transport is
logical for the type of goods

- Does the HTS code description
differ from product description
or type of industry (e.g. HTS for
washing machine or hair dryers
imported by an aerospace
business)?

- Are packaging HTS codes in
line with product
nature/designation

Customs Procedure Codes

Unusual activity associated
with a new CPC code

Check for deviations in CPCs
used by importer (check if the
forwarder / importer is
authorized and fully aware of
the CPC used)

Deferment accounts

Deferment account declared in
customs declarations deviate
from importer’s / forwarder’s
assigned deferment a/c

Are importer’s deferment a/c
frequently used, are there too
many deviations and are there
several broker’s deferment a/c
being used instead?

Preference codes

Preference code 300 shipments
attract higher risk of non-
compliance (and pose severe
consequences for importers)

Documentary checks on goods
declared other than pref code
100 should be introduced to
ensure general compliance.
e.g. with rule of origin

All item document codes

Deviations of document codes
from declared data versus
shipping paperwork and
regulatory requirements

Documentary checks: Are
expectations met for various
document codes such as ‘AE’
(origin statement present on
the invoice) ‘JP’ (is importer of
record aware the preference is
claimed based on importer’s
knowledge)

Other patterns

Nature of imported goods vs
packaging utilised

Are perishable goods packed in
non-refrigerated lorry, are food
items packed in e.g. violin cases

EORI/ VAT Standard EORI/VAT checks Documentary checks, if
EORI/VAT details are in line
with the business name and
address against all documents

Table 3.0
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Chapter 2

Seasonality factor

The “Active Learning for Human-in-the-Loop Customs Inspection’ that proposes ML-based detection
Algorithm for customs inspections improvement model, has been tested on 3 African countries
[Sundong et al., 2023]. Trade between Africa and ROW significantly differs from the UK trade patterns
due to its asymmetrical nature [Luke, 2023]. Whilst numerous trade compliance and risk assessment
models can share common ground, it is important to enhance the existing risk assessment patterns to
fit domestic scenarios and address specific issues experienced by individual customs territories.
Shipment information presented to customs at the time goods cross the border differs from customs
audits conducted by the businesses which are conducted after the goods arrive. The algorithms must
predict and assess the risk quickly and this can be a challenge, because trade volumes of certain goods

differ due to seasonality [Harrison, 2009] [Graczyk et al., 2017] and can create fluctuations. There are
techniques in Logistics Operations that could be utilised to smooth the seasonality factor to facilitate
consistency and accuracy of risk assessments, such as Winters Triple Exponential Smoothing (TES) [R.
Hyndman, G. Athanasopoulos, 2018], commonly used in forecasting. This logic could be applied in risk
assessment Al/ML algorithm within Cerberus to improve not only the efficiency of customs
inspections, but also to improve planning ahead the resource (customs officers) allocations. This
solution would facilitate a targeted and more transparent response to sudden high trade volumes
crossing borders, which can be affected by either short-term patterns, e.g. by dynamics of retailing
operations caused by panic buying [Kogan and Herbon, 2022]; medium trends patterns, e.g. changes
in lifestyle / current trends [Piernas et al., 2022]; or long-term and more predictable patterns, e.g.
seasonal perishable goods’ imports [Cororaton and Peterson, 2012].

Fluctuated border crossings and trade volumes could be therefore better assessed and handled
accordingly without compromising the number of customs inspections, due to trade fluctuations
being manageable thanks to TES method that could be incorporated into Cerberus system. In practice,
Winters Triple Exponential Smoothing can be applied to the ERP systems to model the time series of
the server systems and provide high results of anomalies detection and forecasting incidents
[*Dubrovin et al., 2020]; or facilitate planning and respond to peoples’ movements / passenger
forecasting [Setiawan et al, 2016] or passenger traffic [Sitzimis, 2022]. TES has also gained its
popularity in supply chain strategic planning and data analysis to address issues around under/over
stocking (inventory management), staff shortages or delays in product arrivals or production
operations [Shibu et al., 2023]. The seasonality factor could be incorporated into the ML/AI algorithm
in order to constantly learn new trade volume patterns (not having to rely only on historical data), so
it can better respond to sudden fluctuations and provide precise and consistent forecasting in customs
audits. Incorporation of TES Mathematical formula into Cerberus system could allow for this function
to work more effectively.
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Chapter 3

Supply Chain connections — Phase 3 of the UK STW

Phase 3 of the UK STW will provide additional functionality to connect various supply chain actors to
the single trade window via APIs, allowing business ERP system connections. Currently the customs
software providers are connected to CDS [gov.uk Guide] to create import and export declarations filed
by freight forwarders, customs intermediaries or businesses themselves (self-declarations). Many
larger businesses importing/exporting large volumes of shipments, utilise third-party customs
software in conjunction with customs special procedures, such as CFSP / SCDP, CSE, Authorised
Consignor or IPR/OPR. Many large businesses exchange shipment data via ASNs or EDI messaging with
its suppliers/exporters and such method is especially common within retail and automotive sectors
[Hanna, 2023]. Following the ASN or EDI trade information exchange models, the same logic could be
applied to UK STW, so that shipping information flows directly to the single window system instead of
importers (or from importer’s ERP the data is directed into STW). Furthermore, with the multiple-user
functionality of the UK STW, shipment data can be further enriched by additional information if
needed. For these reasons, supply chain connectivity function can be a game changer for many larger
importers and it not only speeds up the border crossings / customs clearances, but also allows the
end-to-end shipment info to be used for trade volume / pattern recognitions and to enhance Machine
Learning. The Diagram 4.0 below visualizes the ASN/EDI Messaging concept incorporated into the UK
STW:

Import

Trade info via API declaration + data

/ EDI UK STW —

EU Exporter /

supplier / import
consolidation clearance + UK Importer
hub / Other shipping GVMS
Forwarder Extra trade data

Info (e.g. truck reg)

for declaration

Diagram 4.0

Incorporation of certain ready Al models for shipment documents’ (e.g. uploaded into CDS/STW
commercial invoices) data extraction for import entry comparisons / auditing can also be considered
and adapted into the STW. For example, when end to end supply chain visibility is possible, utilising
technology such as IBM Watson could be taken into account [Sabharwal et al., 2020]. Watson’s
document conversion could be connected to the natural language understanding (to analyse the text
to extract meta-data from content, using natural language classifier), so that the Al model can conduct
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a data extraction from the shipping document and compare it with CDS / declaration data for pre-
lodged and pre-uploaded shipping documents. The downside of using ready Al platforms is that they
may limit utilization of certain technological techniques which could be more suitable for certain
tasks, for example utilization of more popular OCRY over VDU Al models [Geewook et al., 2022] and
such technology is not error-free. On the other hand, in case of poor data quality, there are ways to
improve document parsing. Al/ML algorithms can be taught by a ‘human Expert’ [Hattori et al., 2023]
and data mapping can be conducted and facilitate a form of interactive learning [Baviskar et al., 2021].
Similar approach/technology had already been used to map geographical locations using Toponym
extraction method to analyse and allocate the data correctly [Habib and van Keulen, 2013].
Additionally, to facilitate error-free environment, solution to improve on data accuracy could be
around usage of various error correcting codes, such as Bidirectional Encoder Representation from
Transformers (BERT) [Sida et al., 2022], Bose-Chaudhuri-Hocquenghem (BCH) [Wahbi et al., 2021] or
Reed-Solomon code [Erl-Huei et al., 2013], (RS and BCH are also used in improvements of digital
information transfers [Wahbi et al., 2021]). Moreover, utilisation of several other techniques for
program improvements, such as using the few-shot learning [Nan et al., 2021], using synthetic
document generators to pre-train the models (e.g. Microsoft Synthetic Document Generator), or fine-
tuning [Fine-tuning OpenAl] could also be incorporated. As a counterargument, OCR-like solution for
document comparisons may encounter various issues resulting from different shipment
documentation formats used by various traders and high volumes, however such technology could be
considered on specific movements / industries upon documentary checks. There are various
companies promoting and utilising the OCR and similar technology for data extractions for customs
declaration completions, such as Raft platform [Raft.ai] offering time and error reductions in manual
data entries [Magaya.com]. The forwarding industry is one of the main beneficiaries of this technology
due to handling high volumes of shipping data and customs declarations.

Interoperability

With the introduction of the interoperability function in the final phase of the UK’s Single Trade
Window (STW), it will become feasible to check end-to-end information through the integration of
customs — to - customs systems [UN/CEFACT Recommendation 33]. Among many other benefits such
as potential pre-lodgments of customs declarations and sharing intelligence data, this advancement
could further facilitate trade by recognising shipments leaving customs territories, potentially
addressing challenges associated with non-closure / non recognition of exports from a customs
territory such as EU [Title VIII UCC, 2023]. There are several projects globally evidencing the successful
customs collaborations, such as China - Singapore Single Window Connectivity Data Exchange Project
[Chen, 2022] or the ASW Live Operation [Asean.org] / the U.S.-ASEAN Comprehensive Strategic
Partnership [state.gov., 2023].

Amid these developments, it is crucial to address data security concerns, as commercially sensitive
data is being exchanged not only between traders and domestic border agencies, but various
countries’ customs agencies. In response to data security concerns, the UK Government holds public

© 2024 Sylwia Nowak. All rights reserved.© 2024 Sylwia Nowak. All rights reserved.



consultations to openly discuss this topic with the private sector [gov.uk, 2022]. Although the WCO
SAFE Framework of Standards [WCO SAFE] provides foundational security standards for electronic
information exchanges within the STW environment, prioritising cybersecurity remains critical.

Ultimately, interoperability of the UK STW will facilitate the flow of trade information improving
processes for exporters / importers, freight forwarders and customs brokers. It will also enable
customs officials to better access trade data in advance, allowing them to make necessary decisions
on customs audits and high-risk shipment detections more effectively.

Conclusion

This paper has identified two primary enhancements that could potentially improve the capabilities of
the UK customs and border protection systems.

Chapters 1 and 2 focus on Cerberus improvements on high-risk shipment detections through
incorporation of additional customs element checks, typically conducted by customs specialists during
post-shipment auditing and are supported by various examples found within academic literature.
These customs data elements are integrated alongside already recognised and utilised customs
practices serving as a foundation and include incorporation of Winters Triple Exponential Smoothing
(TES) - to smooth trade volume fluctuations and support more precise and consistent customs audits.
Chapter 3 focuses on UK STW supply chain connectivity and highlights the ASN/EDI messaging model
as highly beneficial not only from the importers’ perspective, but also from customs authorities’ side,
as it facilitates better visibility of shipment data. Furthermore, it critically explores technological
advancements such as utilisation of ready Al models or OCR/VDU for document information
extraction (including ways for error corrections), used for comparisons with import entries to enhance
customs compliance. Interoperability functionality of the UK STW is also explored for further
understanding of supply chain connectivity and provides meaningful insights into the integration and
secure data exchanges across customs territories.

These enhancements offer a modern and combined methodological approach for improvements in UK
customs and border security operations and highlight the evolution in trade and customs
technologies. Whilst this analysis refers to specific technological applications and solutions, it does not
encompass the full spectrum of emerging technologies in trade. Technologies such as Internet of
Things or Blockchain that are utilised by some customs authorities globally [WCO The role of
Advanced technologies, 2022] [Tsois et al., 2017] have not been mentioned, yet such studies are
essential to provide a better understanding of customs digitalisation - its benefits and impacts for
both customs authorities and traders. Furthermore, comparisons with other global single trade
windows could be conducted for various STW function comparisons and some best practices could be

extracted and analysed.
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Historically, trade and customs technology has been referred to by various bodies and conventions
worldwide. For instance, UNECE presented a single window roadmap in 2005 followed by ‘lessons
learnt’ gathered from various economies around the globe [UNECE, 2005], or revised Kyoto
Convention in 2008 [UN, 2008] and its Chapter 7 that addresses: ‘Application of information
technology’. The Single trade window is not a new concept, but it has been increasingly applied by
various countries globally in recent years [UN/CEFACT STW Case Studies] and serves as evidence that
trade is being actively facilitated in practice. Therefore, monitoring of advancements in customs and
trade technology is essential for maintaining efficient, transparent and secure border crossings and
customs compliance. Moreover, active involvement of higher education institutions in researching
similar topics can contribute to the development of best practices in customs, enhance border
security, drive innovation and can better prepare future border agency officials to handle border
frictions and IT challenges.
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i STW - Single Trade Window

it ASN — Advanced Shipment Notice — system where exporter/supplier sends shipment information needed for customs
declaration directly to importer’s desired system

it CDS — Customs Declaration Service

vV GVMS — Goods Vehicle Movement System
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v KCS — Korea Customs Service
i OCR - Optical Character Recognition
Vil \/DU - Visual Document Understanding
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