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Six months after the launch of the Export
Control Profession, I would like to welcome
all new members and to encourage those
who have yet to join the only professional
body in the UK specially for export control
personnel.  I have been overwhelmed by the
positive response we have had from business
leaders and export control practitioners, and
look forward to developing the services we
offer to meet the needs of our members.

Our overall objective is to promote professional development and
recognition of export control specialists. We will achieve this by 
supporting and representing the profession, promoting compliance
with export controls and trade sanctions in the UK and globally, and
providing Members with essential resources, professional points of
contact and learning support.

The responsibilities that export control staff have for compliance are
wide and varied; in this supplement you will find articles that reflect
some of the complexity of trade compliance.  

• Alexandra Turner of Customs Connect has identified 10 Common
Mistakes in trade control compliance.  We serialise the first two of
these in this issue.

• The recent monetary penalty imposed on Telia Carrier UK 
demonstrates that Trade sanctions require close attention to 
ensure compliance. 

• How control professionals can stay up-to-date and informed 
through our Continuing Professional Development programme.

• We report on the annual update of the EU Dual-Use List.

• Diane West of BAE Systems tells us about herself and her job as 
UK Controls Lead Practitioner. n

Welcome
Welcome to the 1st edition of

Export Controls Magazine.
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Welcome

Roger Arthey, Chair of the 
Export Control Profession Board 

of the Institute of Export and 
International Trade

The Export Control Profession of the
Institute of Export and International

Trade was launched in May this year.  

It is being greeted with enthusiasm
and commitment by export control

professionals across the UK and 
beyond, and many have joined to

take advantage of the professional
development and professional

recognition that it offers.  u
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Common Mistakes

#1 – Assuming Denied/Restricted Party Screening is
only for businesses involved with controlled products
& technology

The importance of Denied & Restricted Party Screening
is helping your company know who you are dealing
with. Is your business partner reputable and legitimate,
or are they blacklisted? Without conducting appropriate
due diligence, including screening, you are gambling
on conducting a potentially illegal transaction and 
jeopardising your company’s reputation. 

Screening is a requirement for all businesses and not
just those who deal with controlled products/technology
or sanctioned destinations. For example, name-brand
drinks distributors, pharmaceutical manufacturers and
snack goods manufacturers implement screening 
programmes. Blacklisted parties don’t just try to buy
weapons and controlled products and technology, 
they also want to buy toiletries, food products, financial
services, etc. 

#2 – Assuming your carrier/agent will tell you your 
requirements

Whenever I ask companies how they comply with 
export control regulations, I can count on a number of
companies stating that if something was required, then
their carrier or agent would let them know - whether 
to identify a controlled product, determine that the
shipment is headed to a sanctioned destination or
party, or determine if a licence is required. This is not
their responsibility (nor part of their contracted services), 
nor will they normally have the time, resources or 
experience to raise any queries unless something 
affects your export declaration or clearance. 

You can never outsource compliance – it is always your
responsibility as the exporter. n

Alexandra Turner – 
Head of Export Controls – Customs Connect Limited

https://customsconnect.co.uk 

Telia Carrier UK Limited fined £146,000 for sanctions breaches
On 9 September 2019 the Office of Financial Sanctions
Implementation (OFSI), part of HM Treasury, issued a
penalty of £146,341 against Telia Carrier UK Limited 
for breaches of the Syria (European Union Financial 
Sanctions) Regulations 2012. This penalty replaced 
an earlier penalty of £300,000 which was imposed 
by OFSI in July following a review by the Economic 
Secretary to the Treasury. Telia Carrier UK had indirectly
facilitated international telephone calls to SyriaTel, an
entity designated under the above regime. This resulted
in the company repeatedly making funds and economic
resources indirectly available to the designated entity
over an extended period of time. OFSI imposed a 
monetary penalty because it was satisfied, on the 
balance of probabilities, that Telia Carrier UK Limited
breached prohibitions imposed by or under financial
sanctions legislation, and knew, or had reasonable
cause to suspect, that they were in breach of these 
prohibitions.

This case illustrates that “economic resources” can
cover a wide variety of tangible and intangible resources
and can be provided directly and/or indirectly. It also 
illustrates that companies need to be able to recognise
when they are in breach of the regulations and take 
immediate action to stop their activity and report it to
OFSI.  Companies should take care to make sure they
carry out appropriate financial sanctions screening or
checks, and act on the results in the correct way. If you
know or have reasonable cause to suspect that you 
are in possession or control of, or are otherwise dealing
with, the funds or economic resources of a designated
person you must (a) freeze them, (b) not deal with them
or make them available to, or for the benefit of, the 
designated person (unless there is an exemption in the
legislation you can rely on or you have a licence from
OFSI), and (c) inform OFSI. n

Source:
https://assets.publishing.service.gov.uk/government/uploads/system/up
loads/attachment_data/file/842548/Telia_monetary_penalty.pdf

The practicalities of export controls compliance can seem daunting to even the most experienced business. 
However, particular issues seem to continuously trip up exporters. In order to highlight potential pitfalls, we will be
publishing extracts from a series of “10 Common Mistakes”, featuring two in this issue. Whilst this is in no way an 
exhaustive list, it might provide something to consider whilst building and enhancing your compliance programme.
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Enhance your Export Control Career 
with Continuing Professional Development 

This rigorous yet easy to use
process encourages you to 
maintain and develop your 
knowledge, skills and competence 
systematically throughout your 
career. In addition to recognising
the development of a member’s
technical knowledge, our CPD 
programme takes into account 
the enhancement of the practical
skills which are required to operate 
effectively and professionally within
the international trade arena.

To gain your CPD certificate, you
need to secure a minimum of 
100 CPD points per year, 50 from
Generic Issues and 50 from 
Contemporary Issues; these are 
explained further below. An annual
subscription to the CPD programme
is part of your ECP membership
subscription. This gives you access
to an online journal where you can
record relevant activity, and have 

it assessed by an approved CPD 
Accreditor. Detailed instructions 
are provided on the ECP 
website.

How to secure and record 
CPD points

You can secure CPD points through
a wide range of activities associated
with Export Control and Sanctions.
These are set out below.

You record each activity in your 
online journal, accessed through
the Membership area of the ECP
website, selecting whether it relates
to Generic or Contemporary issues,
and enter the appropriate points for
the activity, if available, along with
documentary evidence to support
your claim for CPD points. Your
CPD activity may involve developing
your knowledge and skills in other
fields (e.g. risk management, 

finance etc.). The CPD team will
help in allocating points to courses
or events that do not have any 
CPD points detailed.

Generic Issues

Generic issues are those activities
necessary to perform your day job -
some examples might include:

• Export Control regimes and 
regulations

• Export Control ratings/
classifications

• Export Control licensing and 
applying for licences

• Compliance and record-
keeping requirements

• Sanctions and compliance 
• Third party and individual 

screening 
• Developing an Internal 

Compliance Programme u

One of the key objectives of the Export Control Profession (ECP) is to support and encourage the professional 
development of export control specialists. An important tool to achieve this is the Continuing Professional 
Development (CPD) programme administered by the Institute of Export and International Trade. This gives 
members of the Profession a unique opportunity to manage and record their professional development.  
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• Export Control audits, 
investigations and voluntary 
disclosures

• Export Control policies and 
procedures

• Other areas of relevant study, 
including technology, finance, 
marketing, logistics, staff 
development

Contemporary Issues

Contemporary issues are those 
activities additional to those 
necessary to perform your day job
which add to your knowledge and
enhance your role performance.  

Some examples might include 
(depending on your job role):

• Customs, tariffs and tax
• JV’s, licensing, overseas 

investment, inward Investment
• Emerging markets
• Inter-cultural awareness and 

trading across cultures
• Corruption/ money laundering
• Social Responsibility
• The international political 

environment
• Risk Management

Activity Types

Short Courses: Include face-to-face
courses, on-line courses webinars
and seminars provided by the ECP,
IOE&IT or other suppliers, including
your own organisation. 

Conferences: Includes seminars
and meetings where technical 
subjects are discussed and 
developed. 

Private Study: Includes reading
technical magazines, books and 
internet research on Export Control
and Sanctions.

Imparting Skills and Knowledge:
Includes tutoring, training, presenting
or teaching at seminars on 
International Trade and associated
subjects, either internally or 
externally.

Meetings: Include internal or 
external meetings where technical
aspects of Export Control and/or
Sanctions require researching and
explanation.

ECP or IOE&IT Activities: Include
attendance at official meetings

such as the Academic Board, post
examination workshops, examination
curriculum meetings

Post Qualification Studies: Include
higher education in Export Control
or associated subjects leading 
towards a foundation degree, 
bachelor’s degree, master’s degree
or doctorate. They also include
higher level qualifications such as
NVQ 4’s and NVQ 5’s in associated
subjects. 

Recognised Qualifications: Include
other formal qualifications that are
associated with Export Control and
International Trade such as relevant
modules from the IOE&IT and the
Customs Academy, for example.

Conclusion

The Export Control Profession’s
Continuing Professional Development
programme offers export control
specialists a rigorous, easy-to-use
tool to plan and record their
own professional development. It 
encourages study and learning in
both depth and breadth to enhance
the individual’s career development.
n



Will you be affected by the 2019 Update of the 
EU Control list of Dual-Use Items?

The new Delegated Regulation will enter into force on
publication, approximately 2 months after its adoption. 

It is anticipated that the changes will be incorporated 
in the UK Consolidated List of Strategic Military and 
Dual-Use Items that Require Export Authorisation
shortly afterwards.

The majority of the changes result from amendments
agreed at the Wassenaar Arrangement, including:

• New decontrol note for 'open-cell foam' 
electromagnetic wave absorbing materials (1C001)

• Amendment to control entry for gear machine tool 
including a cascaded structure for the control 
criteria (2B003)

• New local definition of 'measuring range’ for linear 
displacement measuring instrument (2B006b1)

• Amendment to control entry for Digital-to-
Analogue Converter to avoid overlapping of the 
controls (3A001a5b)

• New entry for ‘other’ discrete microwave transistors 
(3A001b3f)

• New entry for signal generators with specified 
'Radio Frequency modulation bandwidths’ 
(3A002d5)

• Amendment to control entry for multi-layer mask 
control (3B001h)

• New entry for software designed to restore 
operation of microcomputers/microprocessors 
after Electromagnetic Pulse (EMP) or Electrostatic 
Discharge (ESD) disruption (3D005)

• New decontrol note for "Information security" items 
specially designed for a 'connected civil industry 
application’ (5A002)

• Amendment to control entry for cryptographic 
activation token, including a Technical Note for the 
local definition of 'cryptographic activation token’ 
(5A002)

• Amendment to control entry for hydrophones 
operating over 1000m (6A001a2a6)

• New Note 6 for lasers defining 'Single transverse 
mode' and 'Multiple transverse mode’ (6A005)

• New entry for masks and reticles designed for 
optical sensors (6B002)

• Amendment to control entry for underwater 
submersible vehicles (8A001c)

• New entry for air-launch platforms for space launch
vehicles (9A004g)

• Deletion of entry for technology for diffusion 
bonding for gas turbine engine components 
(9E003a7)

Some changes result from amendments agreed at the
Missile Technology Control Regime, including:

• Amendment to the acronym for “CEP” (“Circular 
Error Probable”) (7A103.c)

• Amendment to control entry for include detonation 
engines (9A111).

Other changes were substantially editorial changes
made to bring Annex I controls in line with Regime
controls and changes for the correction of minor errors.

On 17 October 2019, the European Commission adopted the annual Delegated Regulation that updates the 
EU dual-use export control list in Annex I to Regulation (EC) No 428/2009 and brings it in line with the decisions
taken within the framework of the international non-proliferation regimes and export control arrangements 
in 2018.

Export Controls Magazine

Export Controls / Dual-Use update
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Interview with Diane West

How long have you been involved
in export controls and how did you
get into it?

I have been involved in export 
controls since 2003, so for 16 years
now.

At the time, I was the VAT Accountant
for BAE Systems RO Defence and
was asked to become the Lead
Practitioner and prepare this part 
of the business for the UK Export
Control Act 2002, going live May
2004 for intangible exports – the
biggest change to the UK export
controls for over 60 years.

Did you learn on the job or take
any qualifications?

Primarily I learned on the job, but
undertook Gov.UK Export Control
Organisation training courses, BAE
Systems training courses and various
EGADD-Cranfield University courses
in export control compliance.

The business was in a change
phase, as I implemented the 
updated controls around Munitions

and Weapons. The next chapter
saw further change with the 
additions of military Vehicles, 
Bridging, and Ranges businesses 
to appreciate the compliance for.

How useful is it for people in 
controls to get accredited training?

I believe it is of great value to have a
series of accredited training courses
in export control compliance, from
that of basic awareness through to
advanced and refresher training.

Knowing a particular course is 
accredited provides both the 
delegate and their business with
confidence that the training is 
of a high standard and widely 
recognised. Accredited training 
is useful for career development
and one’s professional standing.

What support is there for people 
in controls? Where do you think
the IOE&IT new profession sits
within this?

There is a variety of support within
one’s own organisation and from
the Export Group for Aerospace
and Defence and Dual Use
(EGADD), other specialist interest
industry groups, and the Institute 
of Export & International Trade.
Business in addition has their 
Government UK Compliance 
Inspector who get in touch to 
discuss matters, not just at audits. 

The new Export Control Profession
is reaching out to all to jointly work
together to promote compliance
standards with export and import
controls, and trade sanctions in 
the UK and globally, providing
members with essential support 
by way of continuous professional

development, learning, information 
updates, and contacts.

It is of note that the Profession has
the support and expertise of both
academia and government.

What tips would you give to people
starting a new role in this area?

I have always found it helpful to view
the various regulatory authority
current guidance documents and
one’s own business legal export
control instructions. 

To keep up to date by attending 
the various recognised courses 
and events that are available as 
applicable to the new role, there 
is an opportunity to check one’s 
understanding and ask questions. 

Learning on the job helps you to
gain experience, but this needs 
to be underpinned by academic 
training.

If unsure on decision-making, one
can seek further clarification or
guidance within one’s own company,
consult with the relevant training
authority or regulatory body where
your business Legal Counsel allows
this.

I would consider the benefits of
joining the Export Control P rofession
for one’s career, learning and 
development, and for gaining
recognition of the specialist work
that we do. 

Be prepared for a varied role, with
wide and complex jurisdictions. 
Liaison and understanding of 
one’s products, technologies, and
business functions are all crucial. n

Diane West
International Trade 

Compliance Manager - 
UK Export Import Lead 

Practitioner at BAE Systems
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